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The internet has changed our lives and is 
changing the lives of our children. It can be a 
force for good, but we must be responsible 
for helping children and young people 
navigate it in the safest way possible.
Expert Speakers at the “Viral Summit 2018” Tirana, Albania

Viral Summit Albania, November 2018

UNICEF/Albania/Fusha/2018
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THE SITUATION IN 2015 

It has been estimated that one in 
three children globally is already an 
internet user.1 This opens doors for learning 

and in the longer-term for good jobs. It can also 

pose significant risks to children’s safety, privacy 

and well-being. 
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33% of girls and boys 

globally report having 

viewed unwanted 

sexual content

However, before UNICEF’s first full-fledged 

child online safety programme (supported by 

the WePROTECT Global Alliance in 2015 and 

later expanded through the #iamsafeonline  

programme supported by the End Violence 

Fund)3, there was little or no awareness of the 

complexity and scale of this child protection 

risk in Albania. Government, the criminal justice 

sector and the general public did not have a clear 

understanding of the latest threats. Parent’s 

capacity to understand and protect their children 

from harm online was moderated because they 

themselves are not technically literate; in 2019 

three out of ten parents of surveyed children in 

Albania did not use the internet, while almost all 

of their children are internet users.4 At the same 

time caregivers of children living in institutions 

and of children with disabilities also said that they 

do not have the skills to help children in their care 

safely negotiate the internet.5 

23%  are upset by 

violence witnessed on the 

internet.2 

14% of children and young 

people in Albania say that they 

have been upset or bothered by 

something that has happened 

online, with girls more likely to 

be very upset than boys.6 

https://www.end-violence.org/fund
https://www.end-violence.org/fund
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This generational divide and lack of experience made it hard for 

adults to know what to do about online safety. As a result, limited 

government resources were directed towards fighting the problem 

and because legislation did not explicitly acknowledge internet safety, 

the criminal justice system experienced significant challenges in 

prevention, protection and prosecution. Law enforcement, whilst in 

receipt of referrals from reputable international institutions, conducted 

follow-up investigations in only a handful of cases and faced significant 

challenges in taking cases to court.7 Relationships with private sector 

service providers were purely transactional and there were no industry 

guidelines for online child safety. Accordingly, Albanian children were 

exposed to child protection risks that are hidden in plain sight and 

victims had little or no access to the support they required.

UNICEF/Albania/Ballo/2020
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THE SITUATION IN 2020

During the last years UNICEF and 

the Government of Albania have 

worked together with traditional 

and non-traditional partners to 

progressively attack online child 

sexual exploitation and abuse, 

supported by the End Violence 

Fund. Although there is not yet 

any formal evaluation of the 

intervention, there is emerging 

evidence to suggest that the 

UNICEF Albania approach to the 

#iamsafeonline programme is a 

Promising Practice. 
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“We’ve enjoyed every part of the project. It’s been 
educational and entertaining at the same time. Although 
at the beginning some teenagers and parents didn’t 
think online safety was important, by being together 
and sharing experiences kids, teens and adults now 
know more about the issue and how to keep safe.  We 
need more of this type of education and we’d like to 
see the child friendly WiFi expand all over Albania.”
Young Counsellors for Online Safety (peer educators), Albania

Friendly WiFi at Skanderbeg Square launching event, February 2020

Credits: UNICEF/Albania/2020
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Stakeholders representing young people, UNICEF, government, 

academia and industry unreservedly agree that significant progress 

has been made to raise awareness on the issue and to improve 

children and young people’s online safety. A forward momentum 

has been built over time, responsibility and ownership lies with 

Albanian partners and consequently layers are now being added to 

the programme independently by several allies. The key components 

of the Albania approach match and are fully validated in the recently 

issued 2020-2025 European Union strategy for a more effective 

fight against child sexual abuse,8 including the call for maximum 

cooperation from all partners. 

Composed of several interdependent building blocks, the 

#iamsafeonline national initiative  significantly contributed to 

increased capabilities across the six domains of the WePROTECT 

Global Strategic Response (Figure 1).9

1 Political will  
Accountable leadership and a willingness 
to collaborate at the highest level. 
Adequate government resources 
dedicated to fighting the epidemic

2 Legislation  
Comprehensive technology, including 
common definitions, terminology  
and thresholds to facilitate the 
harmonisation of criminal offences, 
obtain evidence, hold the private sector 
accountable and prevent unaccountable 
‘sovereignless’ companies

3 International commitments  
to capacity development (both cross-
border technology-based improvements 
and systemic improvements within 
countries) and the prevention of ineffective 
state response systems

Renewal of high-level commitment at a national 
and international level 

Sufficient funding, focus and legal frameworks 
in place at a national level to prevent child 
sexual exploitation and abuse internationally

National governments, regional organisations, 
UN agencies and industry partners

National law enforcement, Interpol and 
regional partners

National and international civil society 
organisations with specialist expertise

International and national technology 
companies, industry associations, and national 
and international law enforcement

National governments, regional organisations, 
international and national civil society 
organisations

National governments, regional organisations, 
international and national civil industry, society 
organisations, national and international law 
enforcement, and academic institutions

Resources are pooled to identify, pursue and 
apprehend offenders and rescue victims  

Successful joint investigations and 
prosecutions are conducted  

Victims have access to the support  
they require  

Industry, leverages and legislation to prevent 
their platforms being used as a tool for abuse   

Government and non-governmental 
organisations use technology and legislation 
to ensure platforms are not used as tools for 
abuse

Children are protected from sexual exploitation 
and abuse, no matter where they live. Parents 
are empowered to protect their children from 
online harm, no matter where they live. Public 
action holds government and companies 
accountable

Government, law enforcement, civil society, 
academia and industry have a clear 
understanding of the latest threats 

4 Information sharing and collaborative 
targeting 
Shared access to international databases, 
particularly those regarding child sexual 
abuse material and offender targeting 
methodologies; formal data sharing 
frameworks; high value collective 
targeting

5 Risk/threat assessment matrix  
for victim ID and offender targeting

6 Modernised cybertip  
reporting systems

7 Collaborative online expertise 
Collaborative tech development to 
investigate offenders

8 Dedicated, trained officers  
and prosecutors  
with expertise in tackling online child 
sexual exploitation and solutions for 
investigating encrypted content

9 Crisis response 
Effective and timely support

10 Victims’ voice groups 
Advocates for change

11 Victim empowerment  
to protect victims’ privacy and dignity 
by the timely removal of all exploitative 
material

12 Victim identity protection 
Preserve the anonymity of victims

13 Innovative solutions 
The use of technology, including artificial 
intelligence, to detect, block and prevent 
illegal and exploitive material, live 
streaming and online grooming

14 Technology-led risk and safety 
assessment  
across platforms and upstream/
downstream providers

15 Voluntary principles for child safety, 
including safety by design 
Wide and consistent adherence among 
tech sector

16 Increased transparency 
Regularly publish transparency reports 
on detection and removal of child sexual 
abuse material, and ensure data are 
supported by explainable methodology

17 Digital culture development 
A demand for online child safely to be 
prioritised; built into and evolving the 
technology; increased public/citizen 
accountability of governments and 
companies

18 Informed media reporting 
Ethical approach, consistent terminology 

19 Restriction of children’s exposure to 
illicit and harmful content online 
Systemic restrictions to prevent child 
access to illicit content

20 Education and outreach  
Regular messaging appropriate to age, 
gender and culture 

21 Offender outreach 
Develop targeted early interventions 
strategies

22 Threat analysis and monitoring 
Detailed and up-to-date assessments of 
threats and trends

23 Research to understand online 
vulnerabilities and effective safety 
education systems 
Online safety and preventative 
approaches

24 Offender research 
Offender behaviour, drivers, pathways 
and effective interdiction

25 Long-term victim trauma analysis  
Mental health, societal and economic 

26 Ethical AI and innovation
increased and sustained investments 
in ethical AI and safety-enhancing 
solutions

Coordinated capacity building
 · Establish comprehensive model of capacity building that incorporates all sectors of Model National Response

 · Establish coordination between countries conducting bilateral capacity building
 · Dedicated training for policy leaders to develop the Model National Response

 · National and regional policy leaders trained to identify strengths, gaps and opportunities

 · Formally renew WePROTECT Global Alliance 
(WPGA) commitments

 · Increase number of country members to 
WPGA and strengthen engagement     

 · Criminalise child sexual abuse material 
consistent with Lanzarote Convention; develop 
common framework for content classification

 · Prioritise the protection and privacy of children 
online in domestic and global policy

 · Best practice legislation menu with regional 
samples

 · Ensure laws and technology, including data 
retention, do not evolve in ways that increase 
online harms to children

 · Centralised online resource centre for all 
countries

 · Investigative tools to counter anonymisation 
tech

 · Consolidated image repository for Collective 
Victim ID analysis and targeting

 · Formalise global investigative taskforce for 
collective high value targeting

 · Formal data sharing frameworks, universal 
cooperation frameworks, and standards for 
legal interoperability

 · Standardised procedures for reporting 
images, material and contextual information 
to rescue victims

 · Increase dedicated Child Advocacy Centres 
for all forms of child exploitation

 · Standardised practices to protect the identity 
of victims

 · Expand victims’ voice groups

 · Regular reporting 
 · Strong law enforcement engagement and 
policies on legal compliance

 · Proactive and responsive international 
engagement with technology sector

 · Increase volume of technology sector 
prioritising child risk assessment and safety 
by design

 · Broader use and application of Arachnid 
notice and takedown platform

 · Global public service announcement elevating 
priority of child protection in the digital world

 · Further measures taken to reduce offending   
 · Children, carers, teachers and other 
responsible adults aware of risks and 
protection measures

 · Awareness raised among the public
 · Offenders and potential offenders can obtain 
services to prevent first-time offending and 
re-offending

 · Understanding and countering increase in 
self-generated child sexual abuse material

 · Regularly updated insight into global trends 
and the impact of interventions, including 
through an annual Global Threat Assessment

 · Deeper understanding of the long term 
impact of abuse, including the economic cost

 · Deeper understanding of the impact of abuse 
into adulthood, including the economic cost

 · Assessment of online safety education 
programmes
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and empowerment

Technology Societal Research and insight

A Global Strategic Response to Online Child Sexual Exploitation and Abuse

2017 Law on 
Child Rights and 
Protection includes 
child online safety

2019 By-Law on 
Measures for Child 
Online Safety

Draft National 
Cybersecurity Strategy 
includes chapters on 
Child Online Safety

Engagement with 
prosecutors

Engagement with 
Law Enforcement

Standard Operating 
Procedures (SOPs) 
developed for the 
Albanian State Police 
Institute Scientific 
Laboratory

In-service Training 
Curriculum for CP 
Social Workers 
includes child 
online safety 

Child Help´line 
provides child online 
safety information 
& referral

User-friendly 
online platform 
for professional 
counseling 

First certified 
Wifi Friendly City 
in the Balkans

Internet Service 
providers block 
content and raise 
awareness

Industry Guidelines 
for Child Online Safety 

National programme 
of Peer Education

High profile events 
and social media 
presence

Informed traditional 
media reporting

Champions and allies 
for child online safety

WebFactor: Legal 
and Institutional 
Assessment of 
Online CSEA 
in Albania

Global Kids Online 
Comparative Report

One Click Away 
Albanian children’s 
online experience

The Lost Cases Study 
on law enforcement 
capacities

Figure 1. Highlighted Achievements of the #iamsafeonline Programme 2017-2020

A more detailed description of the highlighted achievements 

against each domain is provided below. 

https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/5deeccd9ab886c6b1e41cf9b/1575931097730/FINAL+-+Global+Strategic+Response+.pdf
https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/5deeccd9ab886c6b1e41cf9b/1575931097730/FINAL+-+Global+Strategic+Response+.pdf
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The National Council for the Rights and 

Protection  of the Child is established in law 

as the accountable national governance and 

oversight committee; and protection from 

online child sexual exploitation and abuse is 

included in key policy and legislation. 

POLICY/LEGISLATION

CRIMINAL 

JUSTICE

Professionals from law enforcement and prosecutors 

have been engaged in capacity building workshops 

including on digital forensics; and standard operating 

procedures (SOPs) have been developed for the Albanian 

State Police Institute of Scientific Laboratory. There is an 

emerging and increasing willingness to investigate and 

prosecute online child sexual exploitation and abuse.

Open lecture with cadets of the 

Security Academy, November 2019.

UNICEF/Albania/Beci/2019
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The concept of end to end support is established; there is an immediate 

process of psycho-social counselling for children reporting online 

violence to the Albanian National Child Helpline, ALO 116 111 and there 

is a procedure for referral to appropriate authorities such that in 2019 

all of the children reporting who required it were referred; extensive 

investments in capacity building of the social welfare workforce has seen 

a revised curriculum for social work incorporating online child violence 

reporting and response assimilated into the Albanian School of Public 

Administration standing programme for in-service training.

VICTIM SUPPORT SERVICES 

AND EMPOWERMENT

ALO 116 awareness raising campaign in schools, 2019.

UNICEF/Albania/2019

https://www.alo116.al/en/about-us
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The online platforms nukjevetem.al (You 
Are Not Alone) provides an innovative 
online professional mental health 
counselling service for children and 
young people.

https://www.nukjevetem.al/
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The Municipality of Tirana (Albania’s capital city and home to 30 per cent 

of the population)10 and UNICEF have established mutually beneficial 

no-cost partnerships with internet providers. Local removal and blocking 

of online child sexual exploitation and abuse content has been initiated 

through the introduction of the Friendly WiFi Spots, modelled on the UK 

safe certification standard for public WiFi,11 and during June to December 

2019 this resulted in more than 32,000 blocked requests to access 

blacklisted or adult websites and blocking of 3,000 images of child 

sexual abuse content in a single location. 

TECHNOLOGY

Friendly Wi-Fi at Skanderbeg Square launching event, February 2020

UNICEF/Albania/2020
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Four of the top five internet and communications 
companies have engaged in a participative 
process to develop industry guidelines which 
have been released by the National Authority 
for Electronic Certification and Cybersecurity.

Friendly WiFi at the Artificial lake of Tirana launching event, April 2019

UNICEF/Albania/2019
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Trained and supported peer educators (Young Counsellors for Child 

Online Safety) have engaged with more than 12,000 children across 

Albania, and awareness raising activities by the Albanian National 

Child Helpline ALO 116 111, and by Foundation Together Albania have 

engaged more than 13,000 children in eight municipalities and 55 

public schools. The Municipality of Tirana, is the first certified Friendly 

Wi-Fi city12 in the Balkan region which has contributed to significant 

awareness raising amongst the general public.

#SaferInternetDay: Peer Education for Online Safety, February 2019

 UNICEF/Albania/Beci/2019
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A series of high-profile events have been organised at key stages of 

the programme implementation hosted by the National Authority on 

Electronic Certification and Cybersecurity and the Ministry of Health 

and Social Protection and involving senior leaders from industry, 

government and the UN as allies. At the same time increasing 

awareness has been created through traditional media and social 

media communication channels.

Four significant research reports 
provide a robust evidence base for 
future developments and are widely 
referenced and valued by partners

RESEARCH AND INSIGHT

Presentation of preliminary findings of UNICEF’s “One Click Away” study, 2019

UNICEF/Albania/Ballo/2019



Part 2

WHAT WE 
DID TO 
ACHIEVE 
THESE 
RESULTS 



This child online safety 
project represents a 
low investment for a 
high return... this is 
sustainable because we 
are united in partnership 
and goodwill towards a 
common goal...and we 
will continue, adding 
layer on top of layer.
Representative of the Municipality of 

Tirana, Albania
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WE SEIZED THE 
OPPORTUNITY

The #iamsafeonline Programme was embraced by UNICEF Albania’s 

Child Protection Team in 2015, when they supported the Government 

of Albania’s participation in the Abu Dhabi Summit on child sexual 

exploitation and abuse.13 At the Summit, governments and organisations 

agreed to establish and deliver in their own countries, a coordinated 

national response to online child sexual exploitation, guided by the 

WePROTECT Global Strategic Response. As a result, online child 

sexual exploitation and abuse was placed on the map of child 

protection concerns in Albania. Following this UNICEF facilitated the 

formal commitment of key sectoral and government stakeholders 

through signing of a joint Memorandum of Understanding (MoU) 

with all line Ministries and in less than a year stakeholders clearly 

identified areas where further efforts were needed. In 2017 UNICEF 

Albania secured three-year programme financing from the End Violence 

Fund which was the tipping point towards consolidation of child online 

safety within the child protection agenda. 

Multi-stakeholder workshop “Child Protection Online in Albania”, July 2018

UNICEF/Albania/Ballo/2018
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“In most cases the response to child online safety 
is led by adult opinions and adult fears; we need to 
counter that with young people’s voices” [because] 
“most children most of the time will not find the 
internet to be a source of overwhelming difficulties.”
Expert Speakers at the “Viral Summit 2018” Tirana, Albania 

Viral Summit Albania, November 2018

UNICEF/Albania/Fusha/2018
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WE WORKED STRATEGICALLY 
WITH NEW AND NON-
TRADITIONAL PARTNERS

From the outset, UNICEF understood the need for an atypical 

approach with the deliberate intention of tackling multiple 

dimensions of a complex and little understood child protection 

problem. They stepped out of their comfort zone to mediate 

and supervise non-traditional partnerships between multiple 

stakeholders. 

For the UNICEF Child Protection Team, who led the programme, the 

classical government partner is the social welfare ministry, in this 

case the Ministry of Health and Social Protection, and equivalent 

departments at sub-national level. Whilst this usual government 

partner was fully involved in the action, engagement with a new non-

traditional partner, the National Authority for Electronic Certification 

and Cyber Security was also critical to success. 

UNICEF and the Ministry of Health and Social Protection successfully 

collaborated to include “protection of the child from access to 

materials of harmful or illegal content on the internet” as a 

specific article in the 2017 Law on the Rights and Protection of 

the Child. 

The subsequent potent combination of UNICEF’s highly positive 

reputation, long-standing collaboration with the Ministry of Health and 

Social Protection, and National Authority for Electronic Certification 

and Cybersecurity’s direct management relationship to the Office 

of the Prime Minister, contributed to the success in advocating 

for inclusion of a specific chapter on child online safety in the 

National Cyber Security draft Strategy. 

The achievements of these key milestones were further consolidated 

through the introduction of the 2019 By-law on “Measures to protect 

children from harmful and illegal materials online”.14 

https://www.unicef.org/albania/reports/new-cornerstone-law-adopted-protect-children-harmful-and-illegal-content-online
https://www.unicef.org/albania/reports/new-cornerstone-law-adopted-protect-children-harmful-and-illegal-content-online
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At the same time the National Authority for Electronic Certification and 

Cybersecurity  and UNICEF worked with children and young people to 

develop the Training Manual for Peer Educators for Online Safety.15 

Given the gendered nature of young people’s experience of harm on 

the internet,16 more girls than boys are included as peer educators. 

Consequently, in less than two years these young people provided 

training to 12,286 children in 46 school in seven regions of Albania 

and involved 100 teachers.

Cutting across both child protection and education domains, UNICEF 

Albania was uniquely placed to secure internal cross-sectoral 

cooperation for online child sexual exploitation and abuse, and the 

Education Team is now advocating with Ministry of Education for 

the online safety peer education programme to be included as part 

of the core curriculum.

During the several training 
sessions the 312 peer 
educators chose to name 
themselves Young Counsellors 
for Child Online Safety 

60% 
girls

40% 
boys
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“It made me feel safe and happy to be involved in something 
that UNICEF was doing. I wanted to let other teenagers 

know how to be safe online. This problem has been 
exposed because of the project. What we learned was 

surprising and other people are shocked when they hear 
about the problem because many don’t know it exists. 

We were also proud to be involved in the events for online 
safety and to share our experience with the public. It was 

empowering for us to meet important officials. Adults took 
us seriously and were interested in what we had to say.”

Young Counsellors for Child Online Safety

Peer to Peer Education for Online Safety Session, 2019

UNICEF/Albania/2019
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This partnership with the National Authority for Electronic Certification 

and Cybersecurity also extended to include the private sector and a 

Guidelines for Industry on Online Child Protection was developed 

through a process of consultation and disseminated to internet 

service providers and associated businesses.

This created an entry point for UNICEF Albania to capitalise on an 

existing relationship between the Municipality of  Tirana and private 

sector internet service providers. Initially negotiated as a partnership 

between the two parties (government and private sector) to provide 

free internet in public spaces, UNICEF seized the opportunity to 

piggy-back and an additional project component, Friendly WiFi was 

added. The Municipality of Tirana is home to 30 percent of Albania’s 

population and is now the very first certified Friendly WiFi city in 

the Balkan region (Box 1.). Independent of UNICEF, negotiations 

are underway with local authorities to introduce Friendly WiFi in two 

additional Albanian cities. 

BOX 1: Friendly WiFi

Friendly WiFi17 is a UK government-initiated safe certification 

standard for public WiFi. The Friendly WiFi symbol tells you where 

the service meets minimum filtering standards – particularly 

in areas where children are present. Approved venues and 

locations18 worldwide displaying the Friendly WiFi symbol have 

proved their service blocks access to pornography, images 

and videos of child sexual abuse and web pages known by 

the Internet Watch Foundation19 to host indecent images 

of children. This certification means you can know for sure 

your online experience is safe,your WiFi users are safe.

https://www.friendlywifi.com/
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Above: Friendly WiFi Albania at Skanderbeg Square, February 2020

UNICEF/Albania/2020

Below: Friendly WiFi Albania at New Bazaar, April 2020

UNICEF/Albania/2020
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WE MOBILISED CHAMPIONS 
AND ALLIES

The achievements of this mutually beneficial collaboration between 

UNICEF, the Municipality and internet service providers can to an 

extent be attributed to the support and enthusiasm of the Mayor 

of Tirana who has been fostered by UNICEF as a visible and vocal 

champion for child online safety. His support for Friendly WiFi, and 

his enthusiastic participation at several events alongside children 

and young people advocating with them for change has driven media 

interest and gained widespread public attention and was also crucially 

important in encouraging the private sector and other partners to 

become involved.  

UNICEF further demonstrated the importance of high-level allies to 

excite and motivate action by convening the Viral Summit Albania 

2018 involving a distinguished roster of international expert speakers 

– Young Counsellors for Child Online Safety, Interpol Online child 

sexual exploitation and abuse Expert, the EU Ambassador to Albania, 

the Special Representative of the United Nations Secretary-General 

on Violence against Children, Google Europe Child Sexual Exploitation 

Friendly Wi-Fi study visit at the Municipality of York, May 2019

UNICEF/Albania/2018
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and Abuse Policy Expert and Industry Trustee for the Internet 

Watch Foundation, CEO Microsoft Albania, CEO Albanian National 

Association of the Deaf, Mayor of Tirana, Deputy Ministers of Health 

and Social Protection, Interior, Justice, and Education, and the Albanian 

People’s Advocate. This Summit encouraged partners to take the issue 

seriously and gained widespread media attention for awareness 

raising. Investing in mobilizing allies in this way has been particularly 

important in the country context of a small Balkan State. Albania lacks 

exposure to cutting edge technologies, is experiencing out-migration 

of some of its most qualified young people and commercially is not 

attractive for large multi-national companies who are setting the tone 

in an internet dominated world. Therefore, pro-active engagement 

with top level experts had two major benefits: i) Albania gained 

knowledge and experience from external expertise and ii) was 

in-turn the subject of unprecedented international attention from 

industry which is continuing to pay dividends. 

Viral Summit Albania, November 2018

UNICEF/Albania/Fusha/2018
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WE LOCALISED PREVENTION 
AND RESPONSE

Of course, raising awareness and making the problem visible can 

lead to more reporting and generate help-seeking behaviours. 

Understanding this UNICEF Albania worked with existing civil society 

partners to make sure that children and young people could get the 

support they needed. Children and young people can now access 

online safety information through the Albanian National Child 

Helpline ALO 11620, and 100 percent of online violence survivors 

in need of support have been referred to the appropriate agencies.  

At the same time, UNICEF worked with Foundation Together Albania21 

to up-date their web platform, making it more user-friendly for young 

people seeking mental health related help. Through a direct chat 

function distressed children and young people can now interact in 

real-time with highly qualified volunteer experts for confidential 

mental health and medical counselling. This function is encrypted 

with robust security features and statistical data collection capability. 

The site has had more than 

1.8 million visits 

750,000 unique visitors 

seeking information who trust its secure features

around 2,300 children counselled 

using the direct chat function

https://www.togetheralbania.org/en/home-2/
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Based on this success the Foundation is exploring options with tech 

experts to add anonymised voice technology so that children can speak 

to a counsellor directly and at the same time keep their identity secret.  

Both ALO 116 111 and Foundation Together Albania included 

components on awareness raising in social media feeds and 

web platforms and have undertaken educational programmes for 

online safety in schools. More than 27,500 children and young people 

in total have been directly reached with online safety messaging, 

including through the peer education programme. 

A creative and local communications campaign has seen 

thousands of words written about online child sexual exploitation 

and abuse in national and local media, countless expert discussions 

hosted on State television, videos on the issue have frequently been 

posted to YouTube and Facebook and other social media, national and 

localised events have involved children, young people, their parents and 

caregivers and the general public interactively. To some extent driven 

by UNICEF programme specialists who have creatively designed, 

developed and widely disseminated communications materials to 

appeal to different demographics, opening up the conversation in this 

way prioritises the definite benefits of the internet and at the same 

time encourages positive online behaviour to reduce risks. 

Peer to Peer Education for Online Safety Session, 2019

UNICEF/Albania/2019
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“We really liked the Quiz iChild22  for online 
safety because we helped to design it [with 
National Authority for Electronic Certification 
and Cybersecurity and Ministry of Education, 
Sports and Youth], and because it’s been a fun and 
interactive way of raising awareness. We think 
there should be more of these events and activities 
because young people enjoy them more.”
Young Counsellors for Child Online Safety

Launching of Friendly WiFi Albania at the Pedestrian Area “Murat Toptani”, 2019

UNICEF/Albania/2019

https://www.unicef.org/albania/stories/ichild-quiz-online-safety
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WE MADE SURE END-TO-
END SERVICE PROVISION 
IS AVAILABLE

This meant bringing on board frontline social workers who receive 

and act on referrals. UNICEF worked with the Ministry of Health and 

Social Protection and Terre des Hommes to revise the in-service 

training curriculum for child protection workers to strengthen 

their capacity including to prevent and respond to online child 

safety. This in-service training is fully owned and approved by the 

Albania School of Public Administration who are mandated to oversee 

continuing professional development of civil servants. Whilst on-going 

delivery of training relies to an extent on external partner financing, 

there is an overwhelming commitment on the part of the Ministry 

of Health and Social Protection and the Albanian School of Public 

Administration to development of the workforce as a critical element 

of the child protection system.

Perpetrators of child online 
violence must be held 
accountable for the protection 
system to be fully effective. 
However engagement with law 
enforcement and prosecutors  
turned out to be most challenging 
because of contextual factors 
which have seen investments 
focused on general policing, 
organised crime and corruption.23 



Open lecture with cadets of the Security Academy, November 2019

UNICEF/Albania/Beci/2019
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Awareness and motivation of police and prosecutors to tackle child 

online safety was therefore limited until UNICEF Albania identified 

an experienced law enforcement specialist with a background in 

digital forensics for child sexual exploitation and abuse to work directly 

with them. The expert assisted the Ministry of Interior and relevant 

stakeholders to enhance their response to online child sexual exploitation 

and abuse through face to face meetings, dedicated workshops, open 

lectures and by developing Standard Operating Procedures for the 

Institute of Scientific Police (computer laboratory). 



Presentation of the preliminary findings of UNICEF’s “One Click Away” report, 2019

UNICEF/Albania/Ballo/2019
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WE DEVELOPED AND 
ARE USING A ROBUST 
EVIDENCE BASE 

UNICEF stimulated interest in a 
little-known subject by making sure 
every action was supported by 
facts and evidence. 
This both provided reliable data on the magnitude and complexity of 

the issue of online child sexual exploitation and abuse, and helped 

UNICEF to course correct as necessary, in collaboration with the 

End Violence Fund. The research was partly responsible for the 

design of the peer educators programme because UNICEF and 

partners learned that when it comes to information about the 

internet, children trust their peers over parents and other adults. 

The research also pointed to the fact that professionals were still 

in the denial phase, recognising to an extent that the issue existed 

but unaware of the scale; and that the involvement of police and 

prosecutors was indispensable. 
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Children’s experience of 
Internet use in Albania

One Click Away

The initial study, WebFactor, An Assessment 

of the Legal Framework and Institutional 

Readiness to address Child Sexual 

Exploitation and Abuse Online in 

Albania,24 sheds light on the existing critical 

gaps in the national legislative framework 

and unveils the institutional shortcomings to 

effectively respond to cases of child sexual 

exploitation and abuse online. 

UNICEF Albania collaborated with the UNICEF 

Office of Research Innocenti for the Global Kids 

Online Comparative Report25 to understand the 

barriers children face in accessing the internet, 

the opportunities they enjoy and the skills 

and competences they acquire by engaging 

in these activities and to understand about 

children’s exposure to online risks and possible 

harms, and about the role of their parents as 

mediators and sources of support26. 

The consequent context specific One Click 

Away (part one) quantitative research into 

Albanian children’s online experience, 

determined that no matter what, children 

always find a way to stay connected.27 

This helped UNICEF to position its online 

safety messaging positively to acknowledge 

the benefits of internet usage for children 

and young people whilst at the same time 

minimising risks. 

1

GLOBAL KIDS ONLINE – Comparative report

GLOBAL KIDS ONLINE
Comparative report 

November 2019

https://www.unicef.org/albania/reports/webfactor
https://www.unicef-irc.org/publications/1059-global-kids-online-comparative-report.html
https://www.unicef-irc.org/publications/1059-global-kids-online-comparative-report.html
https://www.unicef.org/albania/documents/one-click-away
https://www.unicef.org/albania/documents/one-click-away


Viral Summit Albania, November 2018

UNICEF/Albania/Fusha/2018
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“In most cases the response to child 
online safety is led by adult opinions 
and adult fears; we need to counter 
that with young people’s voices” 
[because] “most children most of the 
time will not find the internet to be a 
source of overwhelming difficulties.”
Expert Speakers at the “Viral Summit 2018” Tirana, Albania



Viral Summit Albania, November 2018

UNICEF/Albania/Fusha/2018
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One Click Away (part two) qualitative research is currently 

underway. Uniquely investigating the online experience of 

children living in institutional care and children with disabilities, 

including children with intellectual disabilities, and their families 

and caregivers, this research will have both national and global 

significance as the first of its kind. 

The Lost Cases study deals with the systemic, procedural and human 

capacity gaps in Albanian law enforcement (police and prosecution) 

who deal with the online child sexual exploitation and abuse. Despite 

the sensitive data contained in the report, which describes systemic 

failings (and a staggering gap in cases reported by international law 

enforcement agencies and investigated by the Albanian system), it 

has proven fundamentally important in  triggering critical dialogue with 

the Albanian Law Enforcement agencies, as well as  the UK and US 

Government partners and the European Union Delegation in Albania. 

UNICEF is currently working to explore the most appropriate avenue 

for publication, whilst at the same time maintaining the awareness 

around the sensitivity of such data. 



Part 4 

EXPLORING 
THE DECISIVE 
FACTORS OF 
SUCCESS
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How to learn from projects and 
share this knowledge to contribute 
to replication and scale-up has been 
a key question for UNICEF as a 
learning organisation. Attempting 
to understand the central and most 
basic factors which contributed 
to this programme’s success, 
UNICEF engaged with the primary 
stakeholders in the #iamsafeonline 
Programme to pin down how and 
why the change happened.  
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UNICEF leveraged its reputational strength 
and convening power 
The stakeholders unanimously refer to the unique combination of 

respect and convening power associated with UNICEF in Albania, 

which contributed to partners willingness to engage, even in 

circumstances where there was no direct financial benefit. 

UNICEF Albania and the End Violence Fund 
formed a robust, critically important and 
innovative alliance
From the outset the two teams sought to move away from the conventional 

donor-grantee model. UNICEF Albania and the Fund’s Secretariat positioned 

themselves at the very start as collaborators who worked together to find 

solutions and achieve results. The Fund technical staff provided direct 

support in re-designing and strengthening the Results Based Framework 

of the overall programme and continued to act as a sounding board 

throughout in a mutually reinforcing relationship. Particularly critical for an 

emerging area of work, this successful and reciprocal alliance with the End 

Violence Fund enabled shared learning and development. This benefitted 

not only Albania, but also other countries engaged in child online safety 

programmes with the Fund’s support.  

UNICEF established a mutually beneficial 
partnership model built on strong 
relationships
UNICEF displayed strong leadership, built a successful and committed 

team internally and appointed a dedicated programme specialist for 

the programme. They invested in growing relationships of trust and 

regard with partners.  For example, law enforcement became most 

engaged when UNICEF located an expert with a police background to 

work alongside them (a senior digital forensic expert with significant 

online child sexual exploitation and abuse experience). They responded 

to the expert because they understood one another as a result of 

shared experience. UNICEF also understood that to be truly beneficial 
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partnerships need to be sustained over time, need to be dynamic and 

need to foster communication and trust; and because the partnerships 

were not purely transactional each affiliate took a proactive interest in 

their own role, and that of others working to achieve the same goal.

UNICEF created space for early and 
continued engagement with relevant 
regional and global networks to capitalise 
on shared experience
From the start and throughout the programme UNICEF Albania worked 

closely with sister offices at Regional and HQ level, including with the 

Office of Research, Innocenti and with other networks for shared learning. 

UNICEF committed to and integrated 
inclusion of children and young people at 
every stage, with opportunities for them 
to express their views, influence decision-
making and achieve change
The commissioned research, the subject matter experts, and children 

and young people consistently said that children are the unequivocal 

experts when it comes to their experience of the internet. Therefore, 

successful programme design and delivery relied on their direct 

involvement and cooperation throughout. 

UNICEF did not do a project; it ran a 
programme 
The Child Protection Team worked with multiple external partners and 

also harnessed internal cooperation across core UNICEF programme 

areas. Instead of establishing a separate line of project led processes, 

the existing areas of programming involving children living and working 



Viral Summit Albania, November 2018

UNICEF/Albania/Fusha/2018
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on the street, human trafficking, addressing school dropout, early 

marriage of girls and juvenile justice were all enriched with elements 

of online protection. Similarly, the core policy and capacity building 

work that UNICEF leads with several line ministries was expanded 

to integrate children’s online protection. The Child Protection and 

Education teams engaged in joint advocacy for integration of the 

peer education component into the core curriculum; and statutory 

in-service training modules for social workers were supplemented 

with sessions on online protection of children. 

UNICEF and its multi-sectoral partners, 
including donors, engaged in a process of 
formative design based on an expanding, 
thoughtful and useful commissioned 
research evidence-base 
this process of iterative design and learning allowed continued 

refinement to make the activities fit for purpose. Because this was 

a relatively new area of action for UNICEF and for Albania, reliable 

data and evidence was important to both to understand the scale of 

the problem and encourage understanding and involvement. This for 

example assisted UNICEF to understand the importance of children 

and young people’s participation, and to not demonise the internet 

but to make sure to harness its potential for education and learning.



Part 5 

UNFINISHED 
BUSINESS
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UNICEF Albania has by no 
means exhausted the range of 
interventions required to ensure 
children and young people’s 
internet use is positive. The Country 
Office intends to move forward to 
embrace new initiatives and at the 
same time continues to engage 
stakeholders to fully scale-up these 
successful models of intervention. 
UNICEF continues to seize 
opportunities and, in their planning, 
and advocacy are already making 
use of the framework established in 
the EU strategy for a more effective 
fight against child sexual abuse.28 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20200724_com-2020-607-commission-communication_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20200724_com-2020-607-commission-communication_en.pdf
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THREE PRIORITY AREAS 
HAVE BEEN IDENTIFIED: 

1. Addressing the investigation and prosecution of 
online crimes against children (the most pressing and 
most challenging priority) 

With prevention, protection and prosecution key components of better 

and safer internet, continued engagement with law enforcement, 

prosecutors and judiciary will be critical to maintain the momentum 

moving forward. Whilst progress has been seen in the criminal justice 

sector, this engagement has proven to be the most challenging due 

to specific contextual factors. Moving forward, UNICEF is working 

to engage more robustly with law enforcement, prosecutors and the 

judiciary; and is exploring means to use sensitive research data as a 

high-level entry point. 

2. Investing in technological solutions to more robustly 

and rigorously address technological threats 

Partners and allies in local government, civil society and the private 

sector have indicated a willingness for continued engagement on 

fresh initiatives, including child-friendly internet spaces in libraries 

through a new BiblioTech29 initiative (which encourages appropriate 

internet usage in libraries and other situations), and exploration of 

technology to anonymise voice chat for on-line counselling support. 

This programme has stimulated some partner initiatives which are 

developing independently, such as the expansion of Friendly WiFi both 

within the Municipality of Tirana and to other cities and the Internet 

industry partners dialogue with Ministry of Education, Youth and 

Sports on Friendly WiFi in schools.  

http://friendlywifi.al/en/bibliotech


47Programming for children’s protection online in Albania

3. Addressing capacity gaps among all frontline 
professionals, parents and care givers, children and 

youth and the general public

For UNICEF, the COVID19 pandemic has highlighted the extreme 

disadvantage and technological exclusion of children and young people 

in marginalised communities, which has stimulated a discussion on 

how to better reach them and bring them safely into the digital world. 

Similarly, the research conducted with children living in institutions 

and children with disabilities offers opportunities for future direct 

engagement and more inclusive programme design in the next phase. 

Children and young people asked that more interactive interventions 

be incorporated into future programme design. They suggested that 

children who had been exposed to online violence and abuse be 

allowed to tell their stories, in appropriate and safe ways, and said 

that video was a great way for them to communicate. They were 

unanimous that the continuation of peer education was critical 

because “it’s easier when we are together to talk about it”.  

Continued engagement with the Albanian School of Public 

Administration and other centres of learning will support 

integration and coherence across all social work fields and ongoing 

communications campaigns will continue. 

In conclusion, it is instinctive that we want children 
to be safe, and child online safety will continue 
to be a fundamental and integral component of 
child protection. in this fast-paced and dynamic 
technological environment children tend to be 
enthusiastic and trusting. As adults responsible for 
children’s safety, UNICEF Albania and partners have 
therefore committed to continue to work together 
helping children navigate this world safely. 
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